Employer Portal — User Login Procedures

These procedures provide the steps for a user to log in to TRS Gemini Employer Portal.
TRS recommends accessing the Gemini Employer Portal in one of the following
supported internet browsers: Google Chrome and Microsoft Edge. The Gemini Employer
Portal can be accessed by navigating to one of the following links:

https://emplovyerportal.trsil.org/

https://emplovyerportal.trsil.org/home/employeraccess

Users are required to complete the registration process prior to attempting to log into the
Gemini Employer Portal. Refer to the Employer Portal — User Registration Procedures.
Once the user registration process is complete, the user can proceed with Step 1: User
Login below.

Multifactor Authentication Process -

To ensure the security of TRS and each user account, the Portal has a two-step
authentication process. The first step is for the user to enter their registered email address
and password on the login page. Second, the user will enter a random and unique system
generated verification code from TRS. A user must complete this two-step process for
each login attempt into the Portal. The steps for logging into the Portal are explained
below.

Step 1: User Login -
Once on the Sign in with your email

address screen (image right), enter the CF
following user information: ILLNOIS

. . Sign in with your email address
e Enter the user’s registered email I Y

address in the Email Address text box Ermail Address

e Enter the user’s account password in
the Password text box

Password

Once done, click the button. Forgot your password?

This will navigate the user to the Verify

your email account screen.
Note: For user’s who have forgotten

their password to the Gemini Employer Portal, refer to the Forgot Your Password section
below for guidance.
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Step 2: Verifying User’s Email:

On the Verify your email account screen
(image right), click the
button. This will release a system
generated email to the registered email
address with a one-time use verification
code.

< Cancel

ILLINOIS

Verify your email account

For added security, we need to verify your account. Click
‘Send Verification Code’ and then enter the code sent to your
registered email address.

‘ k=R @trsilorg ‘

Send Verification Code

A sample of the verification code email is provided (image below). Upon receipt of the
verification code email, return to the Portal login screen and proceed to Step 3: Entering

Verification Code.

Your code is: 396062

Employer Services

OF THE STATE OF ILLINOIS
Follow us: n L J m

or 2 benafit m ion. This ct

S

ILLINOIS
Thanks for verifying your [ zccount!

TEACHERS' RETIREMENT SYSTEM

2815 West Washington Street, Springfield, IL 62702

NOTE: Please do not respond to this email address. It is only for informational purposes.

TRSE must comply with current state and federal faws, even in the event of an employee’ factual or legal misstatement
e s not personal tax or legal advice. Ce
to and from TRS should not include $5Ns and may be subject to disclosure under the Ilinois Freedom of Information
Act. To protect private or confidential information, please contact TRS immediately if received by mistake and destroy
this correspondence and its sttachments without reading, printing, or saving.

(888) 678-3675
https:/fwww.trsil.org | employers@trsil.org

A7 e sent slectromically
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Step 3: Entering the Verification Code -

On the Verify your email account screen
(image right), enter the verification code
received via email. Click the Verify Code
button. This will validate the authenticity of
the code. If valid, the user will be navigated
to the verification successful screen.

Note: Entering an incorrect code will lead to
an authentication error. Recheck the entered
code or use the Send New Code option
explained below in such scenarios.

<€ Cancel

Verify your email account

registered email address.

to the input box below.

For added security, we nead to verify your account. Click
‘Send Verification Code’ and then enter the code sent to your

Verification code has been sent to your inbox. Please copy it

‘ ke @trsil.org

’ hﬁerificaticn Code

Verify Code Send Mew Code

Step 4: Email Address Verified -
Once a verification code has been

validated, click the button on
the email address verified screen (image
right) to navigate to the Employer
Dashboard. Refer to the Employer Portal
— Dashboard Procedures for further
guidance of navigating within the Gemini
Employer Portal.

£ Cancel

Verify your email account

For added security, we nead to verify your account. Click
'Send Verification Code” and then enter the code sent to your

registered email address.

E-mail address verified. You can now continue.

‘ ke @trsil.org
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Using the Send New Code button: During the verification step, if for some reason the
user has not received the security code email or if they are unable to proceed to the next
step with the current security code, the user can select the Send New Code button. This
will re-send the verification email. Please be sure to use the latest email for the valid
verification code as using any older emails will result in an error.

Using the Cancel button: At any point during the login process, if the user does not wish

to continue with the login process, they can click the

€ Cance

" button located near the top-

left section of the login screens. This will exit the login flow and navigate the user back

to the Gemini Portal login screen.

Forgot Your Password -

In the event that the user forgets their
registered password for the Portal, the
user can reset their password using the
following steps.

From the Gemini Portal login screen
(image right), click the Forgot your
password? link. This will route the user
through a security code verification
process explained below. At the end of
the process, the user can set their new
password for their Gemini account.

Cancel

Verify your email account

For added security, we need to verify your account. Click
‘Send Verification Code’ and then enter the code sent to your
registered email address.

‘ R @ trsil.org ‘

Send Verification Code

08.30.21

Sign in with your email address

‘ Email Address ‘

‘ Password ‘

I Forgot your password? I

Clicking the Forgot your password? link
will take the user to the Verify your email
account screen (image left).

From the Verify your email account screen,
the user must enter their registered email
address. Once entered, click the

el LUl button. This will release a

system generated email to the registered
email address with a one-time use verification
code.
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£ Cancel

On the Verify your email account screen
Verify your email account

(image right), enter the verification code

For added security, we nead to verify your account. Click

recelved V]a emall. Cllck the Verify COde “Send Ver;flcatloln ([j::de‘ and then enter the code sent to your
. . . .. registered email address,
button. This will validate the authenticity of the
. . . Verification code has been sent to your inbox. Please copy it
code. If valid, the user will be navigated to the to the input box below,

email address verified screen.

‘ ke @irsil.org ‘

‘ h/erifica'.icn Code ‘

£ Cancel
Verify Code Send New Code

ILLINOIS

Verify your email account

For added security, we need to verify your account. Click
‘Send Verification Code’ and then enter the code sent to your
registered email address.

Once a verification code has been validated,

click the button on the email address
‘ k= @trsilorg ‘ verified screen (image left) to navigate to the
Change your password screen.

E-mail address verified. You can now continue.

IERRR e

From the Change your password screen
(image right), enter the new password in Change your password
the first text box and re-type the password
in the second text box. Ensure that the

passwords in both the boxes match. Once

complete, click the button. This
completes the forgot password process and

the user is navigated to the Gemini : =
Employer Portal Dashboard. The user can  {! H
now use this new password for all future ‘
logins.

=
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Change Password -

As one of the best practices, a user should change their Gemini passwords every 90 days.
To change the current user password, click the dropdown menu button next to the user’s
name from the Employer Dashboard. From the menu, select the Change Password
option. Once clicked, the user will be navigated to the password reset screens.

i System I Reporting Y4 services [ Employer nformation Env: CAT Version: 2.0.0.22336

= B3 Oswego CUSD 308 TRS Code: 047-3080 B sigmom

. 4 Lo )
Welcome.to the EmployerReporting Dashboard

This landing page of the T
Payroll Report of referencs

mployer Portal allows you to navigate to various areas within the site. You can create a new Payroll Report, complete an in-progress
viously released announcements

Quick Links: ) Employer Access @) TRS Employer Website @) GeminiInformation ) TRS Reports

[DBulletins
July 8,2020 FY¥21-1: Gemini Update
Juty 27,2020 FY21-2: Annual Report Reminders
.:_m_.,_‘ o Enter the current registered email and password
Cancel
and click the button.
ILLINOIS .
On the Change your password screen (image
S below), enter the current password in the Old
Password text box, enter a new password in the
Password

i New Password and re-type the new password in

BT TR T —_—

. . £ Cancel
Continue .

Change your password

the Confirm New Password text box.

loid Password
Once done, click the button. Ifthe M
old password matches the current password § e Pasewerd !
on file and the new passwords in both text £
boxes match, the password will be
successfully updated, and the user will be

navigated to the employer dashboard. Use |

the newly set password for all future logins.

Confirm New Password !
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